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This guide provides instructions for setting up wireless connection to Eduroam using Microsoft Windows XP.
The SecureW?2 client is also suitable for use with Microsoft Vista.

NOTE: University of Newcastle staff and students must not use the Eduroam wireless network while located at any of
the University campuses where connection to the newcastle.edu.au network is available.
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Section 1: Preparation

Before using Eduroam SecureW?2 client must be installed.

Click the button to download SecureW?2 Client for Microsoft Windows XP (1070 KB
Run the installer and follow the prompts

Section 2: Setting up the Eduroam Wireless Network

1 Open up your network connections by clicking Start -> Control Panel -> Network Connection% ee]
ebwor]
Connections
2 Right click on Wireless Network Connection and click Properties
"% Network Connections |-_||E £|
File Edit ‘“iew Favorbes Tools  Advanced  Help .?‘ﬂ‘
@ Back -\‘9 Lﬁ pe Search H.:-- Folders
Address ﬁr, MNetwork Connections V| Go
Mame Type Staktus Device M
Network Tasks LAN or High-Speed Internet
E Create a new connection b Local Area Connection LAN or High-Speed Inter...  Connected, Firewalled Broadcom
(=] Change Windows Firewall Aot LARLaw Wiah AInter... Mot connected, Firewalled  Intel{R) P
sethings Disable
00 Wiew available wireless Yiew Available Wireless Networks
networks Statis
q Disable this network device Repair
% Repair this connection " :
@ Rename this connection Btidae-Canmettions
Change settings of this Create Shorkout
conneckion Drelek
Other Places
[} Control Pansl
!d Ty Metwork Flaces
u'E" My Docurnents
W My Computer
Details
£ ALK >
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http://www.newcastle.edu.au/Resources/Restricted/All/Divisions/Services/Information-Technology/eduroam/SecureW2.zip�

3
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Click on Wireless Networks.

- Wireless Network Connection Properties |E|['§Z|

Gieneral | wWirsless Networks ||

Connect using:
B8 IntellR] PRO A ireless 39455BG Hek

Thiz connection uses the following items:

L ! Client for Microsoft Networks

El File and Prirter Sharing for Microsoft MHetworks
QQDS Packet Scheduler

S Intermet Protocol [TCPAP)

[ Ingtall... ] [ Uninztall J [ Froperties
[ezcription
Allowes pour computer to access resources on a Microsaft
network.

[[] Show icon in natification area when connected
Hatify me when this connection has limited or ho connechivity

[ ak H Cancel ]

Ensure Use Windows to configure my wireless network settings is ticked.

Click Add.

-L. Wireless Network Connection Properties E|E|

-.General Wirgless Metwork s E..ﬁ.dvancedi

[Jze Windows to configure my wirgless network, settin

Available network.s

To connect to, disconnect from, or find out maore information
about wirelezs netwarks inrange, click the button below.

[ iew \Wireless Metworks

Preferred nebwork.s:
Autarnatically connect ta available netwarkz in the arder ligted

below:

confiquration,

Learn about getting up wirsless netwark

[ Ok H Cancel ]
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11

Enter eduroam as the SSID
Network Authentication: WPA

Data encryption: TKIP

Click on the Authentication tab

Wireless network | ‘ties

Agzzociation

Metwork name [SSID]; eduraam g

Wireless netwark kep

Thiz nebwaork, requires a key for the fallowing:

M etwark, Authentication:

D ata encryption:

The keb iz provided for me automatically

[] Thig iz a computer-to-computer [ad hoz) network; wireless
access points are not used

Set EAP type to SecureW2 EAP-TTLS

Click Properties

Wireless network properties

Azsociation | Authentication |Eu:unneu:tiu:un§

Enable [EEE 802.1% authentication for this netwark
EaF tpe: Secureh 2 EAP-TTLS q

o 1@

[ JAuthenticate as computer when computer information 1z availabls

[]Authenticate az guest when uzer or computer information iz

unavailable
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12 Click Ne

SecureW? Configuration

W

X

—

=
SecureW?2

4,0,0(15)
Profile ]
’ Profile: | DEFALLT |
T Configure ‘ Delete ‘
(04 Cancel

13 Enter Eduroam as the Profile ID

14 Click OK
SecureW?2 New Profile |Z|
S W2
Prfile; | eduroam| Q
‘ K Cancel ]
15 Ensure Use alternate outer identity is not ticked

16 Click on the Certificates tab

eduroam

X

&

SecureW?2

Caonneckion

] Cettificates § Authentication ]

1 Lse alkernate outer identity:

g account ]

% llee annnvrantic.miter idantb
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17 Ensure Verify server certificates is

18 Click on the Authentication tab

eduroam

not ticked

3

—

N

SecureW?2

Conneckion  Certificates | authentication

] ser account ]

‘ ™ Werify server certificate

Sk

]

Advanced

o]

Cancel ‘

19 Select Authentication Method: PAP

20 Click on the User account tab

eduroam

Secure

3

—

=

e

W2

Connection ] Certificates  Authentication

Select Authentication Method: I Fap ’

User account

[

Advanced

o] 4 | Cancel
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21
22
23
24
25
26

eduroam |-5_(|

Ensure Prompt user for credentials is not ticked

Enter your username@newcastle.edu.au

Enter your password

Ensure Use this account to logon computer is not ticked
Click OK

Continue clicking OK until you are back at Network Connections.

—

=
SecureW?2

Connection l Certificates } futhentication  User account ]

Prompt user for credentials [

p————
mnewcaskle, edu, au

>

| kterkskok ek

Lsername:

Password;

J

’IUSE this account ko logon computer |

Advanced ] Cancel
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Section 3: Connecting to Eduroam

1 Right click on Wireless Network Connection and click on View Available Wireless Networks.

‘5 Network Connections

File  Edit  Wiew Fawvorites

@ Back = \)

Advanced  Help

Lﬁ p Search lj:' Falders '

é Metwark Connections

MNetwork Tasks

Create & nes conneckion
& Change Windows Firewal

setkings

) View available wireless
networks

* Disable this network device

% Repair this conneckion

Iﬂ Rename this connection

@ Change settings of this

L

Marne

L Local Area Connection

Tvpe

LAM or High-5peed Internet

LAM or High-3peed Inter. ..
Lan nr Hinh-Sneed Tnker.

Yiew Available Wireless Networks

e

Repair

Bridge Connections

Create Shortout

connection Delete
Renane
Other Places Properties
| g PR S
2 Select the eduroam network.
3 Click Connect

1" Wireless Network Connection

Metwork Tasks

ﬁ Refresh network. list

Related Tasks

4_) Learn about wireless
niebwarking

Change the order of
preferred networks

"9@9 Change advanced
settings

..—_'_’f‘]. Set up a wireless network
for & home or small office

Choose

a wireless network

Skatus Dresvice M.

Zonnected, Firewalled Broadcom
Mok connected, Firewalled  Inkel(R) PR

((i}} newcastle.edu.au

*_r‘ Securit%&nabled wireless netwaork Ci'Pa)

oo
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Eduroam Setup Guide


Microsoft Windows XP


. 

This guide provides instructions for setting up wireless connection to Eduroam using Microsoft Windows XP.
The SecureW2 client is also suitable for use with Microsoft Vista.

		Section 1:
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Section 2:
Setting up the Eduroam Wireless Network


Section 3:
Connecting to Eduroam








NOTE: University of Newcastle staff and students must not use the Eduroam wireless network while located at any of the University campuses where connection to the newcastle.edu.au network is available.

Section 1: Preparation

Before using Eduroam SecureW2 client must be installed.
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Click the button to download SecureW2 Client for Microsoft Windows XP (1070 KB)

 Run the installer and follow the prompts
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Section 2: Setting up the Eduroam Wireless Network
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1 Open up your network connections by clicking Start -> Control Panel -> Network Connections 

2 Right click on Wireless Network Connection and click Properties
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Click on Wireless Networks. 
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4 Ensure Use Windows to configure my wireless network settings is ticked.
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Click Add.


6 Enter eduroam as the SSID


7 Network Authentication: WPA 


8 Data encryption: TKIP 


9 Click on the Authentication tab 




10 Set EAP type to SecureW2 EAP-TTLS


11 Click Properties

12 Click New




13 Enter Eduroam as the Profile ID



14 Click OK





15 Ensure Use alternate outer identity is not ticked


16 Click on the Certificates tab

17 Ensure Verify server certificates is not ticked


18 Click on the Authentication tab





19 Select Authentication Method: PAP


20 Click on the User account tab



21 Ensure Prompt user for credentials is not ticked


22 Enter your username@newcastle.edu.au 


23 Enter your password

24 Ensure Use this account to logon computer is not ticked


25 Click OK

26 Continue clicking OK until you are back at Network Connections.



Section 3: Connecting to Eduroam


1 Right click on Wireless Network Connection and click on View Available Wireless Networks. 




2 Select the eduroam network. 



3 Click Connect
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